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1 Introduction to WMI 
 
WMImonitor is a Hardware and Software Inventory Management application for PC and Server 
auditing, configuration change monitoring and capacity management.  
 
It may be installed as a stand-alone application or fully integrated with the sitehelpdesk.com help 
desk applications; sitehelpdesk-IT or sitewebdesk.  
 
The application is made up from the following components. 
 

1.1 Server-side web application using Microsoft Internet Information Server (IIS).  

1.2 Microsoft SQL server back end database (any version). 

1.3 WMImonitor agent client-side component which may be installed as a Windows service or as 

an application (via Login script etc). 

 
Full access to the server for Management, Enquiry and Reporting of data is available via a web 
browser from any PC. 
 
The hardware and software inventory data is fully integrated with sitehelpdesk-IT and 
sitewebdesk to provide full enquiry within Incident Management and does not require separate 
access into the WMImonitor.  
 

About Windows Management Instrumentation (WMI) 
 
As the name suggests, the WMImonitor agent utilises the Windows Management Instrumentation 
(WMI) which is the Microsoft implementation of Web-Based Enterprise Management (WBEM).  
This is an industry initiative to develop a standard technology for accessing management 
information in an enterprise environment. More information is available from the Microsoft site - 
http://www.microsoft.com/whdc/system/pnppwr/wmi/default.mspx  

2 Installation 
The following procedure must be followed to successfully install the WMImonitor server 
application. 
 
The process must be performed on a web server with Microsoft Internet Information Service (IIS) 
and have a SQL server available on the network to store the data. 
 

3 Extracting Files 
The application files are available from sitehelpdesk.com Ltd and should be extracted onto the 
web server in a suitable location. 
 

¶ Create a new folder called WMImonitor 

¶ Extract the contents of the zip into this folder 
 

http://www.microsoft.com/whdc/system/pnppwr/wmi/default.mspx
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4 Create Database 
 
A SQL Server database will be created to store the WMImonitor data.  The SQL Server can be on 
the web server or available on the network. 
 
WMImonitor can be installed in a new database or into current sitehelpdesk software database. 
 
Run \WMImonitor\Installation\WMImonitorInstaller.exe 
 

Enter the SQL server name,  
SQL login id  
and password 
 
Note : SQL login must have sufficient permissions to create 
a new database 
 
Click on Test Connection 
 
By default this will create a new wmimonitor database.  If 
required enter another name or if sitehelpdesk-IT / 
sitewebdesk is already installed then select the existing 
database 
 
Click on Create Tables 
 
Once complete click on Finish 
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5 Configure ODBC Connection 
 
If WMImonitor database is installed in the same database as sitehelpdesk-IT / sitewebdesk then 
you may use existing sitehelpdesk ODBC connection.  You will need to update 
\WMImonitor\cnconst.inc and change the following lines and provide the existing sitehelpdesk 
ODBC connection name and login/password : 
 
' Database Connection 
DSNName = "sitehelpdesk" 
FP_DSN = "DSN=" & DSNName 
 
DBType = "SQL" 
WMIDSN = "DSN=" & DSNName & "; UID=shduser; PWD=shduser" 
 
 
If this is a new database installation then an ODBC connection needs to be created on the web 
server which points the WMImonitor application to the SQL database.     
 

¶ Open Administration Tools 

¶ Select Data Sources (ODBC) 

¶ Click on System DSN 

¶ Click on Add button 

¶ Select SQL Server from the driver dropdown 

¶ Enter wmimonitor in the Name 

¶ Enter the name/IP address of the SQL server in the Server 

¶ Click Next 

¶ Select With SQL Authentication option 

¶ Enter wmiuser in both the Logon ID and Password fields 
Note : this is case sensitive (all lowercase) 

¶ Click on Change the default database to option and select wmimonitor database 

¶ Click Next 

¶ Click Finish 

¶ Click on Test Data Source to confirm and then click on OK to save 
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6 Create Application website 
 
A web browser front end allows you to manage the WMImonitor data.  This requires Microsoft 
Internet Information Services (IIS). 
 

¶ Open Administration Tools 

¶ Select Internet Information Services 

¶ Expand Server name 

¶ Expand Web Sites folder 

¶ Right click on Default Web Site 

¶ Select New, Virtual Directory 

¶ Click Next 

¶ Enter wmimonitor as the Alias 

¶ Click Next 

¶ Browse and locate the folder where WMImonitor is installed 

¶ Tick to run scripts (such as ASP) 

¶ Click Next, Next and then Finish 
 
For Windows 2003 the following steps should also be followed. 
 

¶ Open Internet Information Services 

¶ Expand Server 

¶ Click on Web Service Extensions 

¶ Click on Active Server Pages and click Allow 

¶ Right click on sitehelpdesk virtual directory and select Properties 

¶ On the Virtual Directory tab click on Configuration.  Note : If not enabled click on Create 

¶ Click the App Options tab 

¶ Check boxes to Enable Session State, Buffering and Parent Paths 

¶ Click Ok to Apply 
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7 Configure SQL Server 
 
For SQL Server 2000 and prior versions no further configuration is required.  For SQL Server 
2005 and 2008 please check the following section. 
 

SQL Server 2005 

 
To allow the agent to communicate to the SQL Server database the following configuration is 
required.  You can choose to use Named Pipes or TCP/IP (or both) to communicate with the SQL 
Server. 
 

¶ From within Microsoft SQL Server 2005 Program group 

¶ Select Configuration Tools, SQL Server Surface Area Configuration 

¶ Select Surface Area Configuration for Services and Connections 

¶ Expand Server and Database Engine folders 

¶ Click on Remote Connections 

¶ Check Local and Remote Connections 

¶ Select TCP/IP, Named Pipes or both 

¶ Click on Apply 
 
If using TCP/IP then the following configuration is also required. 
 

¶ From within Microsoft SQL Server 2005 Program group 

¶ Select Configuration Tools, SQL Server Configuration Manager 

¶ Expand Server and SQL Server 2005 Network Configuration folders 

¶ Click on Protocols for SQLEXPRESS 

¶ Right click on TCP/IP and select Properties 

¶ On Protocol tab select Enabled = Yes 

¶ Within IP Addresses tab you can set IP Address and TCP Port required (IP1) 
 
Once Configuration has been completed the SQL Server service needs to be restarted.  This can 
be performed from with SQL Management Studio, Services, or from the SQL icon on the Task 
Bar. 
 
Note : if you are using TCP/IP then the database connection string when building the agent will 
be {servername}\{sqlinstance}, {port}.  For example to use port 1433 on sqlserver01 which has 
been installed with the default SQL instance the connection string would be 
sqlserver01\sqlexpress, 1433. 
 
If you are running over the Internet then use the IP address in place of the machine name 
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SQL Server 2008 

 
To allow the agent to communicate to the SQL Server database the following configuration is 
required.  You can choose to use Named Pipes or TCP/IP (or both) to communicate with the SQL 
Server. 
 

¶ From within Microsoft SQL Server 2008 Program group 

¶ Select SQL Management Studio 

¶ Connect to SQL Server 

¶ Right click on Server and select Properties 

¶ Click on Connections 

¶ Enable option to Allow Remote Connections 

¶ Click on OK 
 
If using TCP/IP then the following configuration is also required. 
 

¶ From within Microsoft SQL Server 2008 Program group 

¶ Select Configuration Tools, SQL Server Configuration Manager 

¶ Expand Server and SQL Server Network Configuration folders 

¶ Click on Protocols for SQLEXPRESS 

¶ Right click on TCP/IP and select Properties 

¶ On Protocol tab select Enabled = Yes 

¶ Within IP Addresses tab you can set IP Address and TCP Port required (IP1) 
 
Once Configuration has been completed the SQL Server service needs to be restarted.  This can 
be performed from with SQL Management Studio, Services, or from the SQL icon on the Task 
Bar. 
 
Note : if you are using TCP/IP then the database connection string when building the agent will 
be {servername}\{sqlinstance}, {port}.  For example to use port 1433 on sqlserver01 which has 
been installed with the default SQL instance the connection string would be 
sqlserver01\sqlexpress, 1433. 
 
If you are running over the Internet then use the IP address in place of the machine name 
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8 Accessing WMImonitor 
 
Once WMImonitor is installed you will be able to access the application from a web browser at the 
following addressé 
 
http://{webserver}/wmimonitor 
 
For example if you installed WMImonitor on a machine called webserver01 then you would 
access http://webserver01/wmimonitor. 
 
The default login and password is : 
 
Login ID :   wmiadmin 
Password : password 

 

9 Licensing 
 
WMImonitor licensing is based on the number of PCôs and Servers to be audited. Instructions for 
entering licenses are available on the license certificate. 
 
Contact mailto:sales@sitehelpdesk.com  if you require additional agent licenses. 
 
 
Please refer to the Administration & Agent Installation Guide to further configure your installation 
of WMImonitor. 
 

http://webserver01/wmimonitor
mailto:sales@sitehelpdesk.com?subject=WMImonitor%20licences
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10  Operator Administration 
 
WMImonitor licensing is based on the number of PC/Server agents deployed and machines 
registered. You may therefore create as many Operator login accounts as required.  
 

 

 
 
 
Enter the Operator details and check the Access control box if administration privileges are 
required.  
 
Administration privileges will permit the following actions: 
 
10.1 Administration menu options 
10.2 Hardware - Force Scan option 
10.3 Hardware - Force Registration Form and Registration Form update options 
10.4 Software Licenses ï Add Licenses  
10.5 Software Licenses ï Add License keys 
 

Note:  If WMImonitor is integrated with the sitehelpdesk-IT or sitewebdesk then all operators 
will have access to the hardware data directly from within sitehelpdesk-IT / sitewebdesk and 
do not need to be set up with access to WMImonitor unless you also want them to have 
access to all WMImonitor features or have administration privileges. 
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11  Registration Form 
 
The Registration form is optional but can be used to collect additional information about the 
machine being audited. A pop up window will appear requesting the information required. 

 

11.2 sitehelpdesk-IT Registration Form: 
 

 
 
The registration form in the example above may be used with sitehelpdesk-IT to collect additional 
information that is automatically populated to the inventory record in the helpdesk. 

 
Enter some text that will appear with the form and the fields required. Once the form is designed 
click on Update.  
 
In this example, the following will appear on the desktop. 

 

Note: the user will be identified via their Network login (domain/id) which is collected during 
the WMImonitor audit. This will be compared to sitehelpdesk-IT User record to identify the 
userôs details. 

Note: there is an additional field on the Build Agent page to allow you to either specify a Site 
or Customer name.  This allows agents to be built for each site or customer and pre-populates 
the site / customer name. 
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11.2 sitewebdesk Registration Form 
 
A registration form is optional but can usefully be used to capture the Asset Number, Userôs 
Name, Location etc. Remember that the Company name is entered when generating the Agent 
(so does not need to be in this form.)  

 

 
 
Enter some text that will appear with the form and the fields required. Once the form is designed 
click on Update.  
 
In this example, the following will appear on the desktop. 

 

 
Form information will be displayed on the Hardware pages and you may also view just the 
registration form data results. 
 
All form response can be viewed by clicking on Reg Form Results.  A request to force the 
registration form to be display can also be performed from here. 

Warning: Because of the paranoia surrounding viruses and security, you may want to inform 
staff of this distribution before hand and give them enough information in the title to verify that 
it has come from an internal department rather than an outside source.  
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12   Creating and Distributing Agents 
The following section will assist with the creation and deployment of the WMImonitor agent to 
your network.  The agent can be installed on any Microsoft operating system as either a Windows 
Service or as an Application which can be executed as required (e.g. via a Login Script). 
 
The agent application is designed to run in the background and use minimal computer resource 
and network traffic. 
 
The agent is designed to work on Windows 2000, NT, 2003, XP, and Vista.  For previous 
versions of Windows other components will be required.  Contact support@sitehelpdesk.com for 
further assistance with older operating system versions. 

13   Create Agent File: 
The database connection and options selected are contained in a configuration file called 
conn.info.  You can use the Load Agent option to load any previously saved agent configuration 
files and modify. 
 
Open WMImonitor application and select Administration, Build Agent. 

 
¶ Enter SQL Server name or for use with sitewebdesk over the internet enter the IP 

address of the server. For use specifically with a SQLExpress database you must also 
specify that E.g. I78.109.164.82\sqlexpress 
Note that the default SQL connection port is 1433 but another port may be specified here 
if preferred. I78.109.164.82\sqlexpress,1100 as long as the SQL server can be 
connected to on that port. 

¶ Enter Database name, SQL Login ID and Password to connect to the SQL Server.  Note : 
default SQL login is wmiuser, password wmiuser. 

¶ Click on the Test Connection button 
 
Once connection has been established you can now select the modules you wish to monitor.. 

Hardware Inventory. Captures details about the machines make, 
model, serial number.  Also Operating System, memory and disk. 

Software Installed.  Details of all applications installed. 

Windows Services.  Status and details of Services installed. 

File System.  Details of all executable files (*.exe) located on the 
machine. 

Event Log.  Captures details from the machines Event Log. 

mailto:support@sitehelpdesk.com
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Once modules have been selected the method of the agent installation can be determined 
 

 
 
Site can be entered if you wish to identify a different customer or location for machines 
which use this agent.  
If you are interfacing with sitewebdesk then we recommend that a separate Agent is created 
for each external customer by naming them in the site field and saving to a separate folder. 
Note the customer name must exactly match the name in the helpdesk to match during 
import later. 

Application 

The agent will be run using a Login Script or other method to execute the WMImonitor agent 
application. 

Service 
The agent will be installed as a Windows Service.  Select the time interval in hours between 
scans.  If required enter a network login and password to run the service. 
 

¶ Click on Save to save the agent configuration file (conn.info) 

¶ The Agent file will be saved into a location below \wmimonitor\application\agentbuild.  
You may use the default folder or create a new folder (eg one for each site/customer 
build) 

 
Note : You may create as many agent files as needed.  For example you may want to create 
an Agent for a certain set of machines which only scans for Hardware and Software, but for 
another group of machines you may want a full scan of all modules. 

Agent Files 
 
The following files need to be distributed to the client PCs. Located in the 
\wmimonitor\application\agentbuild are the following required files. These can be copied to your 
agent build folder(s) 
 
WMImonitor.exe ï Agent application 
WMImonitor.exe.config ï Agent application configuration 
WMImonitorPopup.exe ï Agent Registration Form application 
WMImonitorPopup.exe.config ï Agent Registration Form configuration 
InstallWMIService.exe ï Install WMImonitor service 
RemoveWMIService.exe ï Remove WMImonitor service 

Note :  File System and Event Log data capture will take a substantial time to complete 
(approx 1-2 hours) when run for the first time.  Consecutive scans will only capture 
changes since previous scan. 
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InstallUtil.exe ï Service utility 
InstallUtilLib.dll ï Service utility 
Conn.info ï Agent configuration 
 
The conn.info will be located in the folder specified during agent build operation  
(\wmimointor\application\agentbuild\xxxxx) 
 

Distributing Agents 
The files should be stored in a consistent folder on the Client PC i.e. C:\WMImonitor. 
The files can be installed on the client PCs in a number of ways : 
 

1. Email.  Send as a zip file, then the user would save the files locally. 
2. Network.  Files could be distributed from a mapped network drive 
3. Login Script.  Files could be installed via a mapped network drive 
4. Batch file. A simple batch file which will copy files to client 

 
Below is an example login script which will copy the WMImonitor files to the local PC and install 
the WMImonitor client application as a service.  A share on the server should be created where 
the client installation files are stored.  In the example below the share is called WMImonitorClient 
on a server called Server1. 
 
REM Example WMImonitor Login script 
if exist c:\wmimonitor goto done 
md c:\wmimonitor 
copy \\Server1\WMImonitorClient c:\wmimonitor 
c: 
cd\wmimonitor 
InstallWMIservice.exe 
:done 
 

14   Executing the Agent: 
 
Once the agent files are installed on the client machine the application can be run to capture 
details. 

14.1 Application 
If configured as an application then simply execute the WMImonitor.exe application.  A small icon 
will appear in the task bar when it is running and disappear when complete.   
 
The execution of the WMImonitor.exe application can be included in a Login Script which will run 
each time the PC is logged on to. 

14.2 Service 
To install the service run InstallWMIService.exe which will create the service and automatically 
scan every x hours.  Again this can be included in the Login Script. 
 
This will create a WMImonitor service on the machine. 
 
Note : If InstallWMIService.exe is run and the service already exists it will ignore the request.   
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14.3 Troubleshooting Agent Data Collections 
 
In the event of any errors during the capture of data, a log.txt file will be written to the client PC in 
WMImonitor installation folder.  This should be sent to support@sitehelpdesk.com. 
 
Note that WMImonitor will need to communicate to the  server, by default this is via the SQL port 
1433 but another port can be specified during agent build. This will need to be open for outbound 
communication at the local firewall. 
 

15  Remove Hardware 
 
Use this option to remove hardware items and the associated software, event and service 
records.  
 
Enter the host name and press delete. 
 
This will reduce the number of hardware items and make WMImonitor agent licenses available for 
further distribution.  
 
If an agent is still installed on a deleted machine then it will be created again after the next agent 
data collection. 

16   Purge Event Logs 
 
A large volume of data can be collected about machines and the history of event logs will grow 
over time. 
 
To reduce the database size, you may purge the event logs from any specified date. 
 

17   Software Licenses 
 
One further administrative task is to maintain a register of the software licenses purchased. 
These are then compared to the software found on computers to identify licensing requirements 
and shortfalls. 
 
From the Software menu select Software Licenses 
 

mailto:support@sitehelpdesk.com
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Any existing records of licenses purchased will be listed. You may re-sort columns by clicking on 
heading descriptions.  
 
The list displays how many licenses are registered, in use and on how many unique machines 
have them installed (some machines may have a number of software versions on them from the 
same manufacturer). 

 

18  Manufacturer Enquiry ïmonitoring Licenses 
 
To enquire on existing manufacturer licenses registered, where they are installed and to add 
further licenses click on the manufacturer name. 
 
To create a new license record for a new manufacturer. Click on Add License: 

 

 
 
Enter the Manufacturer name, Application name and any other information such as preferred 
supplier and click Save. 
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You may then identify where the software is installed. 
 
If WMImonitor has collected information about this software already then you may establish an 
association between the license and the applications installed. Click on Add Association 

 

 
 
Search for the software and click the red arrow button to create that association. Continue until all 
variations on the application name and version are identified. 
Associated software will appear on the manufacturer software list. 
 
The number of both software installations and unique machines will also be displayed. 
 
You may view the actual installations from the Show Installations option: 
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18.1 Add License Keys 
 
From the Manufacturer enquiry you may also add the actual number licenses purchased. 
Click on Add License Key 

 

 
 
If the vendor is not listed click on add and create the vendor. Once complete click on save. 
 
The number of licenses purchased will now be used to compare to the number installed and 
appear on the software license summary and manufacturer detail pages. 
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19   Integration with sitehelpdesk-IT 
 
See the next section for Integration with sitewebdesk. 
 
From within the sitehelpdesk-IT application, go to Administration, configuration. Inventory 
Management integration and select WMImonitor as your chosen tool. Log out and in again. 
 
A new set of menu options will be available from the helpdesk.  
 
WMImonitor has a facility to match the data to specific fields and this should be set up before 
importing any hardware records. 
 

 
 
Firstly select the key fields in both applications. Then select each of the data fields required in the 
helpdesk.  
 
The WMImonitor drop down selections include the preset agent build óSiteô field and any defined 
Form fields. 
 
Specially note that the users name may be obtained from the WMImonitor username field. This 
will display for preview as domain\id . If you have set up the helpdesk with users NT Account 
information then the userôs full name will be automatically selected during import. 
 
Also note that the memory and processor information is required for the DR Maintenance reports 
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20 Integration with sitewebdesk 
 
From within sitewebdesk enable the WMImonitor integration option in Administration, 
Configuration, Asset Management.  Refresh menu or logout / back in. 
 
From the sitewebdesk WMImonitor, WMImonitor Integration menu set up as followsé 

 

 
 

Note that the comparison fields highlighted in red box above are used to match items in the 
WMImonitor database and the helpdesk database during import to establish if it is a new record 
or not. They are not used to link for enquiry purposes.  
 
From within WMImonitor, Hardware Inventory click on Import to import data. Contacts will be 
created if they are collected by the form and do not already exist against that customer record. 



 

Page: 22 

 

21 Importing high level inventory data to the helpdesk 
 
From the Hardware Summary option you can now import the high level information to 
sitehelpdesk-IT or sitewebdesk using the mapping of fields you configured. 
 

 
 
This will import predefined data into the helpdesk and create a relationship for enquiries from the 
Inventory enquiry page, back into the asset management tool database. 
 
The sitewebdesk import will create contacts names that were entered on the froms against the 
relevant customer.  
 


